








4. Technology Reliability Verification
UNION biometric's Integrated Access Control (UBio-Connect ezPass)

The 'Zero Trust' architecture is based on the principle of "Never Trust, Always Verify." UNION biometric provides the server-based integrated biometric authentication solution, UBio-Connect
ezPass, which strongly supports the most fundamental elements of 'ldentity’ and ‘Authentication' required when building such a Zero Trust environment, thereby complementing the structural
vulnerabilities of network segmentation.

UBio-Connect ezPass is not just a simple one-time login; it effectively supports the Zero Trust principle of 'Continuous Verification' throughout the entire process of system access, fundamental-
ly managing insider threats.

Core Function 1: Facial Recognition-Based Login and History Management (Supporting the ‘Always Verify' Principle)

Traditional ID/Password methods are extremely vulnerable to theft (e.g., the Snowden case). UBio-Connect ezPass reinforces the core Zero Trust principle of ‘Always Verify' not with static pass-
words, but with dynamic biometric information (face) verified with Anti-spoofing (PAD - Presentation Attack Detection). This verifies that The Right Person is accessing the system and ensures
a strong Audit Trail by storing all login histories with biometric information.

Core Function 2: Blocking Multiple User Logins and Preventing Account Sharing (Supporting the 'Least Privilege' Principle)
The 'Principle of Least Privilege' is another pillar of Zero Trust. UBio-Connect ezPass blocks simultaneous access from multiple terminals with one account (account sharing) or access by unau-
thorized users at the system level. This is a core function that realizes the Zero Trust principle of least privilege, controlling unauthorized actions by internal staff or contractors.

Core Function 3: Physical-Logical Security Convergence (Enhancing 'Context-Aware Access')

UBio-Connect ezPass can be integrated with physical access control (UNION biometric's UBio-X Series) for data centers or server rooms. Zero Trust emphasizes 'Context-Aware-
ness.' Cross-verifying whether the "person who physically entered the space" and the "person who logically logged into the server" are the same identity implements a powerful context-aware
security policy, providing a dual layer of protection against physical media threats, such as those seen in the 2014 card company breach.

The integration of these technologies provides a strong security foundation that simultaneously maximizes the two key security indicators required in high-risk environments: Access
Assurance and Data Integrity.

e UBio-Connect ezPass
UBio-Connect ezPass is a server-based biometric solution that fundamentally blocks unauthorized access and data loss through single face authentication PC login and integration
with existing access controls, establishing a powerful and reliable security system.
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5. Enterprise Security Self-Diagnosis

If your company falls into both Type A and Type B below (e.g., a financial institution with high reliance on external developers, or an advanced technology company with poor
retiree account management), a data breach is not just an accident, but a 'predictable disaster".

category | A.'Vulnerable Profile' Enterprise Types category | B.'High-Impact Profile' Enterprise Types

Enterprises with high dependency on external personnel el i) [FLEe) G0 2z e

Type 1 (contractors, dispatched staff, freelance developers) Type 1 (Collapse of customer trust, massive regulatory fines and
! ! lawsuits)
- Low security awareness and sense of belonging - Sensitive data like customer assets, payment info
Features . pxcessive access rights granted for work convenience . Features . subject to strong legal regulations
110 % i Sl
: . : . 4 - Advanced Technology and Manufacturin
Type 2 Enterprises with lax physical security and access control 4 ! 'ﬂ Type 2 (Loss of core compe%i);iveness existentia?threat)

-

‘ - Lack of control over carry-in/out of media (USB, etc.)
i Features - Poor management of access records to core areas
(server rooms)

AN

-+ Semiconductor blueprints, source code, production data
+ Loss of future value and market position if leaked
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Medical, Pharmaceutical, and Bio-Tech
Type 3 (Leak of ultra-sensitive info, loss of R&D value)

Type 3 Enterprises with high turnover and complex internal controls

- Sensitive info (personal medical, genetic data)
- Astronomical value (new drug development, clinical data)

- Failure to manage retiree/dormant accounts

- Difficulty in tracking due to complex authorization Features

National Infrastructure and Public Institutions
(Causes social chaos, erodes public trust)

Enterprises with a culture that prioritizes convenience
Typed  over security

Type 4

4 .

& - Widespread exceptions to security policies
~ Features P o 4

- National security data (power, telecom, transport)

Features - Public personal and administrative data

- Insufficient security education and awareness
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6. Conclusion and Policy Recommendations: The End of 'Network Trust' and the Shift to 'Identity Verification'

As explained in the background, the complex combined threats from Al and insiders
demonstrate just how significant a 'Structural Security Debt' the reliance on 'network
segmentation alone' has been.

The common thread shown by the major security incidents reviewed earlier is clear. Every
incident occurred when the weakest link—named the 'trusted perimeter' or 'authorized
insider—collapsed. In a reality where Al mimics users' faces and voices (the threat) and insiders
make mistakes or act maliciously (the vector), a static defense wall like 'network separation' can
no longer serve as the core solution.

The security paradigm must shift to a Zero Trust model, assuming an 'Untrusted Network'
and continuously verifying the 'ldentity' that accesses data.

Union Biometric's UBio-Connect ezPass is the most practical technology to meet these timely
demands, implementing the core principles of Zero Trust (Always Verify, Context-Aware)

® Policy Recommendations: Mandating Standards in High-Risk Environments

Adopt Zero Trust-Based Integrated Identity Authentication
(UBio ezPass)

To counter Al and insider threats, mandate user identity verification
(Always Verify) based on anti-spoofing biometrics (face), not simple ID/PW,
when accessing the ‘internal network' of a segmented environment.

Implement Physical-Logical Security Linkage
(Context-Aware)

Strengthen 'Context-Aware' security by building a cross-verification
system (e.g., UBio-Connect ezPass + UBio-X Face) between physical
entrants to core areas (data centers, server rooms) and logical
system users.

through anti-spoofing biometric authentication and physical-logical security convergence. It
compensates for the fundamental vulnerabilities of network segmentation by not relying on the
nominal trust of an 'authorized user, but by verifying ‘The Right Person' in real-time.

Transition to a Zero Trust Architecture

Discard the 2nd-gen perimeter security assumption that "the
internal network is safe." Apply the 'Principle of Least Privilege' to all
® References access and establish a continuous monitoring and audit system.
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